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2 Risk catalog

As with most topics, it is very important to define the terminol-
ogy we use when discussing access risks within SAP systems
or any other IT environments precisely. When it comes to the
term used to define the content that an organization uses to an-
alyze access to and within SAP systems, there are many dif-
ferent terms used, such as ruleset, risk matrix, SoD matrix, etc.
Within the following sections, we explain which information, struc-
ture, attributes, features, etc. we recommend considering when eval-
uating a tool for hosting and using a risk catalog. Some of them might
be not so important, some of them we recommend as core features.
However, we strongly recommend creating a big picture as a goal first
and then moving on in baby steps in order that you do not overwhelm
your end users and put too much pressure on your organization's core
focus.

2.1 Why the term “access risk catalog”?

An access risk catalog is the object that contains all the rules defined for
analyzing authorizations via any tool. However, let us explain why we like to
use this exact term.

2.1.1 Why “access”?

Access because we are talking about rules that can analyze authorizations.
In other words: Who has access to certain data or functionalities? To use
the term risk catalog only is misleading, as we are talking about risks in a
specific sense, rather than in a general sense, such as a fire in a plant/office
building, currency fluctuation, energy crisis, etc.
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2.1.2 Why “risk"?

Risk because the key purpose of the catalog is to identify risky access to
an IT system.

Alternative terms are sometimes used. For example, the goal of analyzing
access within an SAP system is not always to evaluate regulatory risks. We
often recommend analyzing authorizations for information with the goal of
obtaining a certain level of transparency for data or role owners (see also
Section 1.1.3). An analysis may also be used to support the execution of in-
ternal controls for example, to comply with an audit requirement regarding
the listing of persons who have posting authorization to a specific account.
In these instances, you may have seen the term rule or even analysis used
instead of risk.

However, as the term risk is much more common when talking about GRC
tools and analysis of access, we regard this as the best term to use for
common understanding.

2.1.3 Why “catalog”?

Catalog since it is the complete list of defined risks.

Again, alternative terms are sometimes used. The term ruleset is often
used in software tools for grouping risks to structure them or for a specific
purpose (e.g., GDPR, external audit). A risk can usually be assigned to more
than one ruleset, so in our view, the term is more useful as an attribute of a
risk (see also Section 2.2.2) but not as a term for the whole content of the
risk database.

Therefore, database would also fit. However, this is a very technical term
and we decided against it because when communicating with business
users, it just does not feel right.

Another alternative term used is matrix. For us, this implies a combination
of functionalities that results in a violation of segregation of duties (SoD),
even more so the terms SoD matrix or SoD ruleset. As there are many single
functionalities that we should monitor, we do not regard the term as appro-
priate for the complete content of a risk database, only for those SoD risks.
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This is why we use the term catalog within our projects. It is neutral with
regard to content, use cases, and the goal of the analysis.

2.2 Features of an access risk catalog

When it comes to evaluating a tool, or when a tool is already in place and
the content needs to be adapted to the organization’s specific require-
ments, the project team responsible for the evaluation must review the
relevant features and prioritize them according to their relevance for the
organization.

The access risk catalog can contain a huge number of risks. This can be
the case when a software tool is used that contains a standard access risk
catalog (see also Section 3.1). The challenge is to make this usable and
appropriate for the specific requirements of an organization, both in terms
of content and size.

The access risk catalog can also be very small (or even empty at the begin-
ning) if there is no tool and no standard risk content in place. This means
that the content needs to be defined from scratch.

In either case, maintenance of the access risk catalog is an ongoing task
as the legal and business requirements (and processes) are constantly
changing (see Chapter 3). Therefore, the catalog must be well-structured to
facilitate maintenance and avoid chaos.

The same tool can often be used for different purposes (e.g., for mainte-
nance of the content of risks and as the tool for analysis). However, espe-
cially within complex system landscapes, it might make sense to have
different tools for analyzing the risks associated with technical roles (for
use within the role change process), for analyzing risks associated with
business roles (a kind of cross-system composite role), and for user risk
analysis.

Within the next sections, you will find our recommendations based on our

experience regarding very important (even mandatory) and less important
(but useful) features and attributes.
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& Create a checklist for tool evaluation

Within our projects, we recommend creating checklists with all possi-
ble and required features and options of a tool. For smaller companies
with smaller system landscapes, it might not be so important to have
the possibility to define system-specific rules or the possibility to cluster
them into business processes. For medium to large system landscapes,
it certainly is important.

These lists are compiled with input from all relevant parties: the Basis
team and administrators (especially the authorization administrators),
business users (persons responsible for internal controls, data owners,
role content owners, etc.), and the audit team. You then use this list to
build your own evaluation criteria, prioritizing what is important to your
organization. Software providers are then asked to give information
about every item on this list in order for you to be able to establish the
compatibility of their software with your requirements. You may wish to
send out those lists without making the priorities from your organization
visible to ensure that the reply is neutral.

2.2.1 Technical definition of risks

The technical definition is the technical translation of the business risk,
which is usually described only verbally (e.g., Maintain fictitious GL account
& hide activity via postings, Security administration & client administration)
(see also Figure 2.3, Figure 2.4, Figure 2.5, and Figure 2.6).

On the one hand, the technical definition represents the rule or algorithm
used to check the authorizations for findings during the analysis. To be able
to cover all possibilities, it is important to find all users within the analy-
sis who have access that matches the business risk definition, whilst also
avoiding false positives.
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& It is important to avoid false positives

A false positive is an instance where a risk analysis incorrectly reports
a risk against a role or user—that is, the risk is reported but does not
actually exist.

The most common causes of this are:

» Incomplete risk definitions, e.g., the risk definition checks the trans-
action code but does not check the authorization objects to enable
differentiation between display or maintenance activities within the
transaction.

» Inaccurate risk definitions, e.g., the risk definition checks the wrong
authorization objects, so does not correctly identify the access grant-
ed.

False positives create unnecessary work for all involved in the risk analy-
sis topic and greatly undermine the confidence of the stakeholders in the
risk analysis process. Therefore, it is essential to avoid false positives
by ensuring your technical definition of a risk is accurate and complete.

On the other hand, the technical definition should also be designed in such
a way that it is easy to maintain and extend.

Below you will find some points to consider.

Technical ID

The technical ID of a risk can be used—depending on the tool features for
analysis and risk catalog maintenance—for the following:

» Authorization for using a risk for analysis
» Authorization for display and/or maintenance of a risk

» Structure and organization of a risk catalog concerning:
» Custom-specific or standard risk

» Business process (e.g., if there is no specific attribute in place),
mapping to the company’s business process management tool

» Responsible business area
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Depending on the features of the software tool you are using and the re-
quirements of the organization itself, we strongly recommend setting up a
naming convention for the technical ID. Table 2.1 contains a corresponding
proposal. Even if you start with just a few risks, keep in mind that the regu-
latory requirements will increase and so will your access risk catalog.

Position Value Description

1 / Risk in development, relevant only for risk admin-
istrators
Y Risk in test, relevant for test team, key users for
analysis and display, maintenance only by risk admin-
istrators
z Risk relevant for everyone for analysis and display,
maintenance only by risk administrators
2 Y Central/template risks, especially for larger
companies
YA Local risk, not valid for the whole organization
3+4 Fl Business process—Finance
TR Business process—Treasury
MM Business process—Material Management
XX Etc.
Further information, depending on the available length
of the technical ID, such as sub-business process,
consecutive number, ...

Table 2.1: Example of a naming convention for technical risk IDs

Authorization objects & values vs. role name or ID

The first and most important (even mandatory) feature of a risk catalog is
to define the technical content based on authorization objects and values.

In previous times—mostly because of a lack of availability of a proper tool—
risks were defined as combinations of roles, for example, Roles A and B
are not permitted to be assigned to the same user (see Figure 2.1 for an
example).

This is not a sensible approach. The content of authorization roles, and
thus the access to the system enabled by the roles, can be changed over
time. It is the contents of the role, not the name of the role that is important
when identifying risks. Also, there could be other roles that give access to
the same functionality.
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Figure 2.1: Example of a role-based SoD violation definition

Another approach was to classify roles using certain attributes and create
a matrix where roles with an attribute Company A and business process
Finance are not permitted to be assigned together with another role with
the attribute Company A and business process Payment (for an example,
see Figure 2.2).

Figure 2.2: Example of a role attribute-based SoD rule
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The level of compliance with this approach is about the same as the ap-
proach based on role IDs—that is, because the contents of the role are not
specified, the approach is not correct.

! Risks must always be defined as close to the technical way

of granting access as possible

Sometimes, we still find ourselves in the situation where business de-
partments request a rule such as The role General Accountant must nev-
er be assigned together with the role Payment Run.

This is not the correct approach as role names are, essentially, smoke
and mirrors: an analysis based on this definition would never find a role
that grants access to both functionalities. Therefore, any risk catalog
and any tool that maintains or uses the catalog content must be based
on the technical objects that are checked when executing a function in
a system.

For SAP systems, this means that risks must be based on authorization
objects and values.

The challenge might sometimes lie in convincing your colleagues. This is
especially true for customers who have already created an access risk defi-
nition and therefore a change of mindset is necessary.

& How to proceed if you have a requirement stating “Define

arisk assignment of role A together with role B”

In a project with such requirements (or maybe there is already a risk cat-
alog based on this role A with role B), it is sometimes hard to explain to
the business why this is not a good idea. The following trigger questions
might help:

» Which access rights granted by role A and role B are not allowed in
combination?

» What if a new role C is created as a copy of role A? Would we then
need to adapt the access risk catalog? And how would we know that
we need to?

» What if a display role D is changed and (maybe accidentally) it then
contains access rights from role A. Is that a risk? If so, how do we
find out?
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The best practice approach requires the technical risk definition to explicitly
state the authorization objects and values that constitute the risk. The best
tools on the market all adhere to this approach.

Nowadays, most of the software tools on the market that are used to define
risks work with actions and permissions (for examples, see Figure 2.3 and
Figure 2.4) similar to role definitions where authorization objects and valu-
es are fetched via the transaction code SU24.

Figure 2.3: Technical definition within SAP GRC Access Control based on
authorization objects and values

Within some tools, the possibility for text and even attachments is excellent.
The algorithm behind the linkage is mostly a Boolean logic (see, for ex-
ample, Figure 2.3, Figure 2.4, and Figure 2.6); within other tools, the algo-

rithm works a little differently with a tool-specific logic (see, for example,
Figure 2.5).
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Figure 2.4: Technical definition within SAP Identity Access Governance
(IAG) based on authorization objects and values

Authorization IDs:
/XITING/BC_AUT1 - Security: Role and profile administration (authorizations)
Authorization 1D o Group‘ Pos Type  Object/AuthiD Field Name From To AND/OR
ATING/BC_AUTA oR1 S_USER_AGR ACTVT o1 or
S_USER_AGR ACTVT 02 OR
S_USER_AGR ACTVT 06 OR
S_USER_AGR ACTVT uL OR
S_USER_AUT ACTVT 01 OR
S_USER_AUT ACTVT 02 OR
S_USER_AUT ACTVT 06 OR
S_USER_AUT ACTVT o7 OR
S_USER_PRO ACTVT 01 OR
S_USER_PRO ACTVT 02 OR
S_USER_PRO ACTVT 06 OR
S_USER_PRO ACTVT o7 OR

Figure 2.5: Technical definition within Xiting Authorization Management
Suite (XAMS) based on authorization objects and values

Within other tools, there might be attributes for general settings regarding
how to handle transaction and object logic (see, for example, Figure 2.6).
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Figure 2.6: Technical definition within ERP Maestro based on authorization
objects and values

All these different logics are fine and it is simply personal preference as to
what you get along with best. The most important thing is that the logic is
based on authorization objects.

Transaction-based vs. authorization object value-based approaches

There are also approaches that are based on first line of defense—the trans-
action code (authorization object S_.TCODE)—only. For Web Dynpro ABAP
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applications, this is authorization object S_START, and for Fiori apps, it is
authorization object S_SERVICE. These approaches are understandable as:

1. The terms—transaction code and app—are generally understood by
both authorization administrators and business users.

2. Most discussions around risks start with the following question: Does
user/role xyz really need that transaction/app?

3. Most tools have different levels of aggregation of the risk analysis
result, and one typically shows the risk only at transaction/app level
(without authorization objects, although they were considered in the
risk analysis itself).

However, considering only authorization objects S_TCODE or S_SERVICE
would lead to many false positives and, even worse, many existing risks
would not be identified!

Access to functionality can also be granted via execution of a report, func-
tion module, or via table maintenance transactions. Although report ex-
ecution and table maintenance are also transaction codes, these methods
of granting access to business functionality are commonly forgotten when
defining a risk.

X Basis roles often contain business authorizations—but not

transparently

Basis (and also IT roles) often contain ranges for S_TCODE such as S*
and S_PROGRAM *. Where this is the case, those roles grant authoriza-
tion for execution of any program. As described in Section 3.2.4, this
means that a lot of reports behind business transactions and apps can
be executed. If those reports are not properly coded and secured using
AUTHORIZATION-CHECK for business authorization objects, those roles
grant access to execution of business functions (via report execution).

Additionally, there are a number of transactions and apps to which differ-
ent access levels can be granted—for example, access could be granted
with display only privilege, as opposed to granting create or edit privileges.
The risk definition may specify that the risk applies only where access to a
transaction or app allows maintenance to occur. This means that it is not
the first line of defense that fully defines the risk but the second (e.g., doc-
ument type, authorization group, class, etc.) and, therefore, authorization
objects other than S_TCODE or S_SERVICE.
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X One transaction/app, several functionalities

There are many transactions and apps with creation, change, and dis-
play functionalities (although some of them do not appear to do this,
since they are called Overview or even Display).

Transactions:

PFCG—role maintenance

SUO01—user maintenance
SNUM—number range maintenance
SE38—ABAP editor

FS00—G/L account data

FSS0—G/L account company code data

vV vV vV v v v v

BP—Dbusiness partner

Apps:
» F1077—Material Documents Overview
» F1600A—Manage Purchase Contracts

» F2048—Display invoicing Documents

Perhaps the best-known example of a risk at authorization object level only
is Debug Replace (see also Figure 2.7). This authorization can be used in
any transaction either to modify data or to make the system ignore missing
authorizations.

Group/Object/Authorization/Field Maintenan... 4. Value Text
~ 7@ ObjectClass BC_C Manual Basis - Development Environment
~ 37 Authorization Object S_DEVELOP Manual V4 ABAP Workbench
v g |. Authorization T-3079023400 Manual V4 ABAP Workbench
% W DEVCLASS Manual s Package
& B OBJTYPE Manual # DEBUG Object Type
% W OBJNAME Manual - Object name:
% B P_GROUP Manual N ABAP Program Authorization Group
& W ACTVT Manual # Change Activity

Figure 2.7: Non-transactional risk “Debug Replace” in a role
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When considering apps and services, it might be much more efficient to
skip the first line of defense and include only authorization objects in the
technical definition. There are often multiple ways to execute a business
process and it is easy to forget to include the first line of defense (i.e., trans-
action, app, or report) within the rules. The authorization objects behind the
first line should be (mostly) the same, regardless of how you execute the
process.

A disadvantage of not including the first line of defense in the technical def-
inition is that no transaction code appears within the risk analysis results.
A lot of business users are used to seeing the transaction code and might
struggle to adapt to its absence. However, in the case of Fiori apps, there
is no app ID within the risk analysis result anyway as S_SERVICE is only a
hash value.

Our recommendation is to keep things as simple as possible. If you en-
hance an existing (standard) risk, you should follow the logic of the existing
rules. If you develop your own access risk catalog or rules from scratch, it
might be worth a discussion about whether to go with or without the first
line of defense.

Sometimes, there are also several ways to grant access to the same func-
tionality via the same transactions or apps. All those possibilities must be
covered in the risk definition.

X Many roads lead to Rome

Some common examples for different ways to authorize one function-
ality within an SAP system are table maintenance, which can be autho-
rized via S_TABU_DIS or S_TABU_NAM, or job maintenance, which can
be authorized via S_BTCH_ADM or S_BTCH_JOB.

System validity

Most companies have more than one IT system for which they need to
monitor and handle access risks. Depending on the business processes
that take place within the system and the authorization approach used,
certain risks must be specifically defined for specific systems. Even if you
only want to connect SAP systems (which, when looking at the big picture,
is very unlikely), there are usually different release and support package ver-
sions in place and also different customer developments.
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X systems are different in many ways

Even SAP systems can vary in many ways:

» Customer development

A transaction called ZF_POSTINGS in landscape A can be used for
posting FI documents. In landscape B, the same transaction code
might be developed for cross-company posting overviews. Setting
up a cross-landscape naming convention and monitoring this is very
difficult. Therefore, the risk catalog and analysis tool should be able
to point to a certain system (landscape) for the transaction ZF_POST-
INGS in different risks.

» Different authorization checks
An S/4 HANA 2021 system has different authorization checks on
different authorization objects and values than an ERP system. In
SAP® S/4AHANA systems, there are many more authorization objects
in place.

» Different customizing

An SAP system for plant X can use totally different (customer) pur-
chase document types than a system that is in use at plant Y. The
document types can also have the same technical ID but be used for
different purposes. Therefore, the risk catalog and analysis system
must be able to host different type IDs for the same purpose for dif-
ferent systems but also the same type IDs for different purposes for
different systems.

System-specific and cross-system risks

Surprisingly, there are still many tools on the market that cannot handle
cross-system risks (for analysis and/or maintenance). We strongly recom-
mend not choosing those tools.

Since business processes and data flow are not restricted to single sys-
tems, access risks are also not restricted to a single system—especially
when it comes to the definition and monitoring of violations against SoD
(segregation of duties).

Nowadays, the complexity of system landscapes is rapidly increasing. Data
flows between different systems are processed by some systems and dis-
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played by others. Systems are connected via many services and interfaces.
Employees often work on multiple systems. See Figure 2.8.

Figure 2.8: Data flow across systems results in possible cross-system SoD
risks

This means that a tool for hosting the access risk catalog must be able
to define in which system a certain functionality can be executed (e.g., an
MDG system for maintenance of business partners and an SAP Finance
system for the payment run).

A tool for the risk analysis must be able to apply the risk (or the part of the
risk) to the relevant connected system. The object to be analyzed can be a
user ID (same ID for either systems or mapping to a central identity) or a
business role.

! Keep the big picture in mind

The definition of cross-system risks will not be one of the very first risks
within an organization. Since the complexity of IT system landscapes
and business processes will grow even further, you must be able to
monitor access across systems as well. This will also include between
SAP systems and non-SAP systems.

It is important to keep this in mind when evaluating a tool for the risk
content as well as for the analysis. Tools that do not support cross-sys-
tem risks will soon be outdated. Therefore, even if you currently do not
have the requirement to run cross-system risk analysis, we recommend
preparing for the future by choosing a tool with cross-system capability.

68



RISK CATALOG

Organizational differentiation

Risks—in the first stage—are at a functional level, such as the SoD risk Main-
tenance of vendor master data & posting.

Authorizations can often be restricted to certain attributes, such as compa-
ny code, plant, or cost center.

This means that a user with access to Maintenance of Vendor Master Data
within company X and also access to Posting of Documents within compa-
ny X is violating an SoD risk.

However, a user with access to Maintenance of Vendor Master Data within
company X but who only has access to Posting of Documents within com-
pany Y does not violate the SoD principle.

This is a very important feature that must be supported by a tool, especially
in companies with shared service organizations. If a tool does not support
this feature, there will be many false positives, which will influence the ac-
ceptance of the tool massively (in a negative way).

In most tools, these are called organizational rules.

System-specific enhancements

Even if the tool itself has a pre-defined standard access risk catalog, we
have never encountered an SAP system that does not contain some cus-
tom enhancements that are relevant for authorizations. These enhance-
ments must be incorporated into the access risk catalog where they sup-
port functionality that is associated with any risk.

X There are always customer adaptions in an SAP system

Configuration, customizing, and development that are most likely to be
relevant for authorization checks:

> Release codes (authorization object, e.g., M_BANF_FRG)

» Document types (authorization object, e.g., F_BKPF_BLA, M_BANF_BSA)
» Movement types (authorization object, e.g.,, M_LMSEG_BWE)
>

Authorization groups (authorization object, e.g., F_SKA1_BES,
F_BKPF_BES, S_PROGRAM)

» Customer transactions (authorization object S_TCODE)

» Customer authorization objects
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Implementing these customer-specific enhancements in the access risk
catalog is mandatory. Therefore, the tool for hosting the catalog must have
the functionality to allow the implementation of that custom content. For
more information (why and how), see Chapter 3.

& Some tools support customer configuration

implementation

Some tools for hosting risk catalogs provide an interface to the con-
nected SAP systems for obtaining a list of potentially relevant customer
configurations and values. This can be very helpful for the initial setup
of a customer-specific risk catalog and for keeping it up to date within
its lifecycle.

Single function risk and combination of functions

This requirement seems self-evident at first. SoD conflicts are a combina-
tion of access to single business process steps that should not be execut-
ed by one person (or area) (see Section 1.2.2).

However, depending on the tool architecture, and especially for big compa-
nies with plenty of SAP systems and responsibilities and a centrally hosted
risk catalog, it can be helpful to implement system-specific customer con-
figuration. Tools such as SAP GRC Access Control or IAG work with func-
tions that are connector-based. This allows for a risk to be created that, as
well as containing a function with the generic definition of the risk (that
applies across the whole organization), can also include a function with
specific criteria that are relevant only for certain parts of the organization.
This is a very smart way to add different criteria for different systems.

Figure 2.9 illustrates this. The function Purchase Order Standard contains
the generic definition of the risk. The function Purchase Order Type contains
the system-specific definition—in this instance, Group X only has the risk if
the document type is AB, whereas Group Y has the risk regardless of the
document type.
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Figure 2.9: Example of a single risk that consists of a combination of
functions

Risk analysis on real and historic data

This is not directly related to an access risk catalog tool, however, as many
of those tools can be used to execute risk analysis as well, we think the
following points are very important to consider:

Some tools work by reading data from the SAP system, storing the data,
and then running the risk analysis against this stored data. This is great
for performance since the creation of the snapshot of data can be sched-
uled as a batch job and the analysis itself runs entirely within the tool and
does not use any processing resource within the SAP system itself. These
snapshots can be archived so that you can provide information about his-
toric risk status and development of the risk status (e.g., within a cleanup
project).

The alternative approach used by some tools is to execute a real-time risk
analysis. This method uses an RFC connection to read the data in the SAP
system at the time the risk analysis report is executed. This is most helpful
within a role or user maintenance process as, without this real-time capabil-
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ity, simulations and checks on changes of roles and users are not possible
without waiting until the tool has fetched the data from the SAP system and
copied it into the tool.

2.2.2 Attributes

As mentioned in Section 2.1, the catalog can be very big from the get-go
or it can be very small (or even empty) and then grow over time. In order to
keep an overview of which business areas (processes) are already covered,
who is responsible, which risks are relevant for which use case, criticality,
etc. the ability to specify certain attributes is a very useful feature for a tool
to support.

Business process

Almost every business process within an organization has an impact on the
success of the organization. This means that if any of these processes fail,
this influences the organization’s success in a negative way. Therefore, we
can say that there is risk within each and every business process within an
organization.

The attribute business process within the access risk catalog supports you
in keeping an overview of which business processes in general are already
covered (provided, of course, you have thoroughly defined all the risks for
that business process).

We strongly recommend using the same structure within business process-
es in the risk catalog as in the general business process documentation
(see Figure 2.10).

Make sure that you cover the full range of activities within your SAP system.
This means covering Basis, IT support, and user and role administration.

& Basis is a business process step

The Basis team keeps the system running, and therefore, their tasks
are very important for the organization. Without Basis, no business! We
strongly recommend treating Basis functionalities as a business risk
and the Basis team as a business team.
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Figure 2.10: Example of a documented end-to-end process which can be
transferred to the access risk catalog

Organizational responsibility

In large organizations, there are often different people responsible for a risk
depending on the (data) area in which the risk occurs. It is more efficient
to create one overall risk catalog according to the organization’s guidelines
and regulations and use it as a template risk catalog than it is to have ded-
icated risks for each subsidiary or area. This is even more true if a central
process management is in place, which means that all areas work (almost)
in the same way and use the same processes.

X One risk, several responsibilities

Common business steps that have different responsibilities:
» Posting invoices: responsibility by company code
» Posting goods movements: responsibility by plant

» Maintaining vendor master data: central responsibility for general
data, responsibility by company code for local data

» System stability (enqueue administration, dumps, RFC, etc.): respon-
sibility per system

73



RISK CATALOG

Within some tools, it is possible to assign risk owners (see Section 1.5.4).
Some tools accept only one risk owner (or group) without organizational
assignment (e.g., per system, company code, plant). Other tools allow mul-
tiple risk owners to be assigned, with additional attributes assigned to each
owner to allow differentiation between the owners (see Figure 2.11). De-
pending on your organization and its structure, the ability to have multiple
risk owners can be a very useful feature of a tool.

Figure 2.11: Example of how the assignment of attributes to risk owners
supports efficient processing

Ruleset or variants

Rulesets and variants allow the access risk catalog to be categorized into
logical subgroups—for example, grouping all Finance-related risks into one
ruleset and all Basis-related risks into another ruleset.

It can also be useful to be able to assign a risk to multiple rulesets.
Rulesets or variants are used for guideline-oriented risk analyses.

There can be many views of an access risk catalog. From our experience, it
makes sense to have a grouping for different legal and internal guidelines,
as well as one for those risks that have already been tested (and can there-

fore be activated for a workflow) and those that might be not ready yet or
need to be used within an initial cleanup.
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X Guideline-oriented views of an access risk catalog

Different views for different requirements could be:

» German principles for the proper management and storage of books,
records and documents in electronic form and for data access (Gr-
undsatze zur ordnungsmafRigen Fiihrung und Aufbewahrung von
Blchern, Aufzeichnungen und Unterlagen in elektronischer Form
sowie zum Datenzugriff, GoBD)

German-speaking SAP user group (DSAG)
UK SAP User Group (UKISUG)

American SAP User Group (ASUG)

General Data Protection Regulation (GDPR)

vV vV v Vv Vv

Certain company guidelines

Let us explain the grouping of risks by their rollout status in a little bit more
detail. Due to an audit finding in IT, and another finding in Finance, a compa-
ny introduced risks within the IT/Basis area as well as the Finance area (see
Figure 2.12). They decided on those access rights they need to monitor and
defined certain rulesets @.

Once the initial cleanup of roles and users (see Section 4.4) was complet-
ed, they assigned those risks to an additional ruleset Rollout Done @. All
risks of this ruleset are used within the company’s user role assignment
processes to prevent new risks without any treatment and documentation.

Once the company experienced that this approach did not bother the user
request process too much, and to set the nerves and mind at ease before
the next audit, they decided to evaluate additional risks for other business
processes. The idea was to minimize the risk in core areas of the company
as well as to avoid audit findings. They started to evaluate risks within ©
Treasury (a lot of money was involved) and Logistics (due to very important
internal guidelines).

In the middle of the cleanup, the project for GDPR compliance wanted to
know who has access to user master data and also to accounts for pay-
ments from the Human Capital Management (HCM) system. They checked
the existing risk catalog and found risks that checked exactly this. They as-
signed them to the ruleset Data Protection @.
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Once they finished this cleanup, they focused again on the Treasury and Lo-
gistics risks © . Risks within these processes that were also a GDPR topic
were also assigned to the ruleset Data Protection @.

The company then continued working on the enhancement of their risk
catalog.

Figure 2.12: Different rulesets for different purposes

Rulesets can also be used for target group-oriented risk analysis (see also
Section 1.4).

X Target and treatment-oriented view of a risk catalog

Different views and treatments for the same risks depending on the tar-
get group:

» BASIS-CORRECTION (access rights that are not allowed for Basis
employees)

» IT-APPROVAL (access rights that need an approval for IT employees)

» BIZ-CORRECTION (access rights that are not allowed for employees
from any business (BIZ) department)

Defining rulesets that give hints about risk handling recommendations per
role type or user target group can increase the usability immensely. It helps
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users or service providers (for role management) to find a solution for risks
that occur (see also Figure 2.13).

Figure 2.13: Target group-based rulesets

We strongly recommend considering target group rulesets (or variants) as
they can significantly increase usability, especially when it comes to risk
handling.

& Target group rulesets are great but not common

Although a very useful approach, this is not a very common one. There-
fore, make sure you discuss it openly with your colleagues and consul-
tants.

2.2.3 Business definition

Sections 2.2.1 and 2.2.2 discussed the desirable features of a risk catalog
from a technical perspective, but desirable features from a business per-
spective should not be overlooked either. From a business perspective,
the most obvious feature of properly documented risks is the usability
and comprehensibility of the analysis result. In addition, the automation
and coverage of the analysis (all business processes) are important. Auto-
mation improves the usability of the tool as it guides the user through the
compliance process so that the user is less likely to bypass the required
processes. Therefore, automation itself supports risk minimization and in-
creases compliance.
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Risk title

Obviously, the risk (short) title should be self-explanatory. It should contain
a brief business process function description and also give an idea of what
could happen if the corresponding access is misused (see Figure 2.14).

It is essential that the risk title—like the description—is agreed with the rele-
vant department in terms of comprehensibility.

Figure 2.14: Risk title, description, and control objective

Description

The description should give a deep impression of what damage could be
caused in the case of misuse of the access and which laws or guidelines
this might violate (see Figure 2.14). If necessary, the description can also
contain examples. For some risks, it also makes sense to add legal require-
ments and paragraphs. This also helps when discussing risks with the rele-
vant departments.

It is essential that the description—Ilike the risk title—is agreed with the rele-
vant department in terms of comprehensibility.

& Useful vs. not so useful risk descriptions

The combination of posting invoices and executing the payment run is
a common risk that is most likely to be checked by auditors. We found
both descriptions below within our projects. We invite you to decide for
yourself which of the two descriptions is more helpful.
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» Maintain fictitious vendor invoice and execute payment run

» Can be used to maintain fictitious and unauthorized accounting in-
voices without logistics references. Unauthorized invoices may be
settled by the manual vendor payment run, resulting in incorrect
cost reporting, company balance sheet and many others.

The requirements in section 239 of the German Commercial Code
may be compromised.

A control mechanism should be set in place in order to protect the
organization’s values and assets as well as to reassure the organi-
zation's financial reporting. Only correct and authorized accounting
documents are to be processed by payment run.

Critcality or risk level

Within those tools we know, only one criticality (or risk level) can be as-
signed to a risk (see Figure 2.14). Therefore, no generally valid recommen-
dation for action can be derived from the risk level. Rather, the risk level rep-
resents an overall assessment of the possible effects on the organization
in the event of misuse of access.

As described in Section 1.4, the necessary measures must be defined de-
pending on the risk, system (level), and target group (or whether access is
permitted at all).

Risk owner

This is the person who, in the event of misuse of access, is held responsible
for the damage caused and must bear the consequences. Therefore, the
risk owner must be a legal entity (natural person). See also Sections 1.5.4
and 4.2.2.

Control objective

Control objectives are the desired goals or achievements of any controlling
activity (see Figure 2.14). In general, controls should achieve the following
goals:

» Completeness, accuracy, and timely preparation

» Asset protection
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» Prevention or detection of fraud and unlawful behavior

> Efficiency

Control objectives should be used to support the definition and assess-
ment of control activities according to their effectiveness.

Control activity

Control activities are the activities actually performed in relation to a risky
process or process step in order to mitigate the risk.

Depending on the tool used within a business process in an organization,
the control activity should be described and documented in as much detail
as possible and as practically as possible.

! A control without documentation is not a control

The documentation of execution and result are part of the control activ-
ity itself. The documentation must be stored in an audit-proof manner.
It serves as evidence of the performance, the result and, if applicable,
the measures initiated during an inspection. It must be available to an
auditor or in case of suspicion.

2.3 Treatment of risks

This is also not necessarily a risk catalog topic but it is very important for
an efficient cleanup and monitoring process (see also Section 3.3). There-
fore, the features for control definition within the risk catalog and risk anal-
ysis tool should be considered in the evaluation process.

2.3.1 Control

Control is the most regular term used and usually describes the preven-
tive or detective measures in place to compensate for an unavoidable risk.
However, not all reactions to a defined risk necessarily involve compensato-
ry activities (see also Sections 1.1.5 and 2.1.2). A reaction can also be to
prevent any fraudulent behavior (see Figure 2.15).
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Within the Stay Clean phase (see also Section 4.5), it might also be a re-
quirement (or at least helpful for the usability) to restrict the authorizations
of users to assign certain controls.

Figure 2.15: Example of a technical control

Therefore, we define control types within our project. Most known tools do
not provide this attribute, therefore a naming convention concept for con-
trol IDs should be in place (see also Section 4.3.1).

Control title

The control title helps to identify the correct control within the risk handling
process (see Figure 2.16). If a control is part of an internal control system
(ICS), the ID of that ICS control should be involved.

Description

The control description should contain a detailed description of the control
activities, such as the report to be executed or even a link or attachment (if
possible) for a guideline (see Figure 2.16). It also should contain the infor-
mation about how to document the actions performed and where to store
this documentation.

If the control is part of an internal control system (ICS), a detailed descrip-
tion is not required (as this should be done within the ICS).
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Figure 2.16: Definition of a control within SAP GRC Access Control

Owner

The control owner (see also Section 1.5.6) is responsible for proper and
efficient treatment of a defined risk. As the control owner should be part
of the risk treatment within the role-user assignment process, it is helpful
if more than one user ID can be assigned here, or even a distribution group.
This ensures that a substitute can be specified and prevents a request not
being handled because the (only) control owner is not available.

Monitor

Within some tools, the monitor must be defined within a control. This should
be the person who executes the control activities.

& Internal Control System (ICS)

Most access risk analysis systems have their limitations when it comes
to controls. They are just not made for control monitoring. Also, they
can only contain controls for access risks. Therefore, your organization
should have a tool for your internal control system (ICS) and we strongly
recommend maintaining your access risk controls within this ICS as well.
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Risks

Usually, a control can only compensate for a couple of risks. Those risks
would be predefined within the control itself, meaning that within the miti-
gation process (see Section 2.3.2), the control can be assigned only to ded-
icated risks within roles or users.

System

In companies with more than one SAP system, the same risk may have
different individuals responsible for the risk within the different systems.
Therefore, it helps if a control can only be assigned to roles or users for a
risk within a specified system(s).

Validity

You must review your control definitions on a regular basis (see also Sec-
tion 4.5.2). For this process, it helps if a control has a valid to and from date.

2.3.2 Mitigation

The mitigation is the assignment of a control to a role or user in case of a
risk.

The mere existence of a control does not affect the result of a risk analysis.
The control actually needs to be assigned to a risk within a role or user (see
Figure 2.17). Only then does the mitigation cause a risk to be displayed as
mitigated in a role or user (see also Section 4.2.3).

2.3.3 Definition of controls and assignment vs. mitigation
only

In general, there are two ways to document why a risk is allowed to exist
and what, if anything, is done to compensate for it:

» Directly in the risk analysis where a risk occurs to an object (role or
user)

» Definition of control master data and assignment of that data to an
object when a risk occurs (see Figure 2.17)
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The definition of master data allows the creation of a general control con-
cept, which usually includes the risks that can be mitigated and who has
responsibility for the control—that is, who is the control owner (see Section
4.2.2). In the risk handling process, a suitable control must then be selected
and, depending on the process (see Section 4.3), the assignment approved
by the control owner.

Figure 2.17: Mitigation of a role within SAP GRC Access Control

The direct mitigation/documentation approach (without control master
data) is more flexible but also needs much more monitoring (e.g., prop-
er documentation, responsibilities, approvals). Additionally, the restriction
of who should be allowed to implement such mitigation/documentation
should be stricter than if using the master data approach (usually only ad-
ministrators).

& Direct mitigation documentation vs. control master data

and assigning data for mitigation

Defining control master data in advance takes a lot more time and effort
within the concept phase (see Section 4.2) but speeds up the process of
role and user change massively. It is also significantly easier to maintain
in regular operation, especially when it comes to recertifications of risks
and controls.
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Direct mitigation documentation should include:
» Short description
» Long description

» Valid to date

Figure 2.18: Mitigation of a role within the Xiting CRAF solution
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